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l. Introduction

The Internet of Things (loT) s
transforming everyday life by connecting
real-world devices to the cloud. However,
this growing interconnectivity comes with
an increased risk of cyberattacks. loT
devices, used in industries like
healthcare, transportation, and smart
cities, often lack robust security—leaving
them vulnerable to a wide range of
threats. 85% of organizations use IoT, but
90% lack confidence in its security. 70%
of devices are vulnerable when online.

loT Security: Solutions to Mitigate Attacks

Andrea Gisselle Menjivar || amenj003@fiu.edu || Master in loT

Il. Methodology

This research reviews literature from
2019 to 2024 on mitigation strategies for

loT attacks. It categorizes common

security methods tested, implemented,

or proposed by other researchers to
understand effective ways to secure loT

systems.

+85% of global organizations are

projected to utilize 10T devices.

70% of 10T devices are vulnerable to at

least one serious security flaw.

Cyber Deception

Creating decoy loT
devices and fake
network components
to mislead attackers
and collect forensic
data. Techniques
include honeypots,
moving target defense,
and deception

lll. Key Mitigation Techniques

REST APIs +
Middleware

REST APIs protect
communication between

10T devices and the
cloud using middleware
authentication. This
approach helps prevent
man-in-the-middle
(MITM) attacks and

Fog Computing

A hybrid IDS framework
using fog nodes
reduces processing on

resource-limited loT
devices. This model
combines signature-
based and anomaly-
based detection
methods.
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N Integrity their loT security.
Assure data cannot
. be modified
in an unauthorized
manner

V. Conclusions
loT systems are exposed to diverse
threats like botnets, DoS, and MITM

VI. Threats & Countermeasures by Layer
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